*ViewPowerPro Change Log (Version 2.0-25210):

1. Fixed a command injection vulnerability.

2. Strengthened access control for configuration operations: Added two-factor authentication (2FA) to
prevent unauthorized users from manipulating the UPS.

3. Implemented a login failure limit policy: Multiple failed login attempts will trigger a 10-minute account
lockout, effectively mitigating brute force and DoS attacks.

4. Fixed a remote code execution (RCE) vulnerability triggered by the Content-Type HTTP header.

5. Fixed a Java RMI Registry local host bypass enumeration vulnerability.

6. Strengthened clickjacking protection: Prevented pages from being embedded in malicious frames by
setting the X-Frame-Options: DENY response header.

7. Enhanced database security: Encrypted stored database credentials.

8. Upgraded the Java runtime environment to JDK 17.0.4.

9. Updated multiple third-party dependencies to the latest secure/stable versions.



